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A.

INTRODUCTION

1.

The Claimants are customers of the Defendant, whose personal data
(consisting of private and confidential financial information and contact
details) were not kept secure and/or were wrongfully obtained by
unauthorised persons while under the control of the Defendant in 2018
(the “Data Breaches”). As a result of the Data Breaches, the
Claimants have suffered financial and non-financial loss and damage.

2.

The Claimants claim for: (i) breach of statutory duties under the Data
Protection Act 2018 (“DPA 2018”) and the General Data Protection
Regulation (“GDPR”); (ii) breach of statutory duties under the Data
Protection Act 1998 (“DPA 1998”) for data breaches, if any, taking
1

place prior to 25 May 2018; (iii) breach of contract; (iv) breach of
confidence and/or (v) misuse of private information.
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3.

These proceedings are the subject of a Group Litigation Order made on
4 October 2019, in accordance with rule 19.11 of the Civil Procedure
Rules (“CPR”). These Generic Particulars of Claim contain the common
issues of fact and law relied upon by all of the Claimants. A schedule
of information, containing details specific to each individual Claimant’s
claim, will be served in the form directed by the court.

B.

PARTIES

4.

The Claimants were, at the relevant time, customers of the Defendant,
British Airways PLC.

5.

The Claimants have all received notification(s) from the Defendant
informing them that their personal data may have been compromised
when making or amending a flight booking with the Defendant during
certain

periods

(particularised

further

below)

in

2018

(the

“Notifications of Breach”).
6.

Following an internal investigation conducted by the Defendant (the
details of which have not been shared with the Claimants), the
Defendant has since concluded in respect of some of those who
received Notifications of Breach that their personal data was not in fact
obtained by unauthorised persons. The Claimants require the
Defendant to identify those in this category and reserve the right to
contend, following disclosure, that each such individual’s data was in
fact stolen.

7.

Claimants whose data was in fact stolen are referred to herein as
Category 1 Claimants. Claimants who received Notifications of Breach,
whose data was not in fact stolen but who assert that they suffered a
loss as a result of the Breach consequential on receipt of the
Notifications of Breach are referred to herein as Category 2 Claimants.

8.

The Defendant, British Airways PLC, is a company registered in England
and Wales with company number 1777777. The Defendant operates
an airline providing international carriage of passengers.
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C.

BACKGROUND
Provision of Personal Data

9.

Each of the Claimants made or amended bookings for flights with the
Defendant on the Defendant’s website1 (the “BA Website”) and/or the
Defendant’s mobile application (the “BA App”). To the best of the
Claimants’ knowledge the bookings and/or amendments took place
between:
9.1. 21 April 2018 and 28 July 2018; and/or
9.2. 21 August 2018 and 5 September 2018.

10. The Claimants provided the Defendant with their personal data by
entering the same on the BA Website and/or the BA App. The personal
data included the Claimants’ full name, billing address, email address,
payment card number, payment card expiry date and CVV for the
payment card (the “Personal Data”).
Compromise of the Defendant’s Network
11. The Claimants’ Personal Data, entered on the BA Website and/or BA
App, was not kept secure and/or was not collected in a secure way
and/or was wrongly obtained by unauthorised persons. To the best of
the Claimants’ knowledge, the unauthorised access to the Personal
Data occurred between 27 July 2018 and 5 September 2018, pursuant
to a successful attack (the “Attack”) on the Defendant’s IT systems
(the “Defendant’s Network”) which commenced on 22 June 2018,
and affected Personal Data provided to the Defendant between 23 April
2018 and 5 September 2018.

[Confidential Section: The following paragraphs have been redacted
pursuant to the Order date [ ]]
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[END OF CONFIDENTIAL SECTION]
Notice of the Data Breaches
36. On 6 September 2018, the Defendant announced that customer data had
been “stolen” from the BA Website and BA App. The announcement
informed the Defendant’s customers that:
“From 22:58 BST August 21 2018 until 21:45 BST September 5 2018 inclusive,
the personal and financial details of customers making bookings on our
website and app were compromised”2

37. Subsequently, the Defendant notified the Claimants (or some of them),
including by emails dated 7 and 12 September 2018, that between
22:58 BST 21 August 2018 until 21:45 BST 5 September 2018 inclusive,
the personal and financial details of its customers making or changing
bookings on the BA Website and the BA App had been compromised.
The Defendant expressly acknowledged that the Data Breaches could
9

2

www.britishairways.com/en-gb/information/incident/data-theft/latest-information (6
September 2018).

1
0

result in fraudulent transactions on the affected customers’ account(s)
and that this could cause worry and inconvenience to the affected
customers:
“Unfortunately, this information could be used to conduct fraudulent
transactions using your account. If you have not already, we strongly
recommend that you contact your bank or credit card provider immediately
and follow their advice.
We deeply apologise for any worry and inconvenience this criminal activity has
caused.”3

38. In late October 2018, the Defendant notified the Claimants (or some of
them) that they may have been affected by a “data theft” when
making a reward booking between 21 April and 28 July 2018. The
Defendant wrote:
“On 6 September 2018, we regrettably announced that we were the target of
a criminal data theft involving the personal and financial details of customers
making or changing bookings at ba.com, or via the British Airways app.
Since then we’ve been conducting a thorough investigation with specialist
cyber forensic investigators, liaising with the National Crime Agency. As a
result of the investigation I am writing to let you know that you may have
been affected by the data theft, when you made a reward booking between
21 April and 28 July 2018”
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39. In recognition of the increased risk of identity fraud and/or theft and
the distress caused by the Data Breaches, the Defendant offered the
Claimants a 12-month membership to Experian ProtectMyID to help
detect possible misuse of the Claimants’ Personal Data and identity
monitoring support focussed on the identification and resolution of
identity theft. The offer is referred to on the BA Website5 and was
contained in emails to the Claimants (or some of them), including
emails dated 12 September 2018 and 25 October 2018.
40. At a date unknown, the Defendant updated the information available
on the BA Website relating to the Data Breaches to state as follows:
1
1

Email from the Defendant dated 12 September 2018.
Email from the Defendant dated 25 October 2018.
5
https://www.britishairways.com/en-gb/information/incident/data-theft/latest-information
3
4

1
2

“Any customer who made a booking between 22:58 BST August 21 2018 and
21:45 BST September 5 2018 will be reimbursed for any fraudulent activity
on their accounts as a direct result of the data theft and we shall advise the
process for this in due course.”6

41. The Defendant has subsequently concluded in respect of certain of its
customers who had previously received Notifications of Breach that
their Personal Data had not in fact been obtained by unauthorised
persons. The Claimants require the Defendant to identify those in this
category and reserve the right to contend, following disclosure, that
each such individual’s data was in fact stolen.
D.

BREACH OF DATA PROTECTION LEGISLATION

42. For the purposes of the DPA 1998, the DPA 2018, and the GDPR, the
Defendant is a data controller (as averred by the Defendant in its
Privacy Policy) and data processor of the information provided by the
Claimants when making or amending their bookings with the
Defendant (referred to herein as the Personal Data).
43. The Personal Data constitutes personal data for the purposes of the
DPA 1998, the DPA 2018, and the GDPR. The Claimants are data
subjects in respect of the Personal Data.
44. The obtaining, storage and use of the Personal Data by the Defendant
constitutes processing of that data for the purposes of the DPA 1998,
the DPA 2018 and the GDPR.
The Defendant’s duties under the DPA 2018 and the GDPR
45. With effect from the commencement of the DPA 2018 and the GDPR
on 25 May 2018:
45.1. As a controller, the Defendant was required by GDPR Article
24(1) to implement (and/or review or update as necessary)
appropriate technical and organisational measures to ensure and
to be able to demonstrate that processing was performed in
accordance with the GDPR. This included an obligation to
implement, and/or review or update as necessary) appropriate
1
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data protection policies (GDPR Article 24(2));
45.2. As a controller, the Defendant was required by GDPR Article
25(1), both at the time of determining the means of processing
and at the time of processing, to
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implement appropriate technical and organisational measures
designed to implement the data protection principles established
by GDPR Article 5 (each of which also amounted to a freestanding
duty owned by the Defendant), including in particular:
(a)

The principle set out in Article 5(1)(f) requiring that personal
data shall be processed in a manner that ensures
appropriate security of it, including protection against
unauthorised or unlawful processing and against accidental
loss, destruction or damage, using appropriate technical or
organisational measures (“the integrity and confidentiality
principle”); and

(b)

The principle set out in Article 5(2) requiring the controller to
be responsible for, and able to demonstrate, compliance
with the principles set out in Article 5(1) (“the accountability
principle”);

45.3. As a controller and as processor, the Defendant was required by
GDPR Article 32(1) to implement appropriate technical and
organisational measures to ensure a level of security appropriate
to the risk, including inter alia the following:
(a)

To ensure the pseudonymisation and encryption of personal
data (GDPR Article 32(1)(a));

(b)

To

ensure

the

ongoing

confidentiality,

integrity

and

resilience of processing systems and services (GDPR Article
32(1)(b));
(c)

To adopt a process for regularly testing, assessing and
evaluating the effectiveness of technical and organisational
measures for ensuring the security of the processing (GDPR
Article 32(1)(d); and

(d)

To take account of the risks that are presented by
processing, in particular from accidental destruction, loss,
alteration, unauthorised disclosure of, or access to personal
1
5

data transmitted, stored or otherwise processed (GDPR
Article 32(2)).
45.4. GDPR Article 32(3) specifies that adherence to an approved code
of conduct as referred to in Article 40 or an approved certification
mechanism as referred to in Article 42 could be used as an
element

by

which

to

demonstrate

compliance

requirements set out in GDPR Article 32(1).
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with

the

45.5. As controller, in circumstances where a personal data breach was
likely to result in a high risk to the rights and freedoms of natural
persons, the Defendant was required by Article 34(1) to
communicate the personal data breach to the data subject without
undue delay.
The Defendant’s failure to demonstrate compliance
46. Notwithstanding its obligation under the GDPR to be able to
demonstrate compliance with the GDPR’s requirements, the Defendant
has failed to do so, and has not even attempted to demonstrate
compliance by reference to any approved code of conduct or
certification mechanism as provided for by GDPR Article 32(3). In preaction correspondence the Defendant refused to provide information
as to whether it had implemented ISO 27001 Information Security
Management or any similar accreditation scheme, and, if not, why not.
47. The appropriate implementation of ISO 27001 or another appropriate
accreditation scheme would have provided a structured means by
which to implement and record the implementation of appropriate
technical and organisational security measures, which would have
included steps such as:
47.1. Training developers, IT staff and users to follow appropriate
security principles and be aware of and know how to mitigate
areas of potential risk;
47.2. Identifying and mitigating areas of risk;
47.3. Introducing and monitoring compliance with appropriate security
policies and principles;
47.4. Conducting regular and rigorous security audit, review and testing
including penetration testing;
47.5. Making appropriate use of state-of-the-art security software and
services,

and

carrying

out

appropriate

monitoring, to prevent and detect attacks;
1
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management

and

47.6. Implementing appropriate procedures, software and training to
monitor and act on potential anomalies.

1
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48. In circumstances where the Defendant has failed to demonstrate that
the success of the Attack would not have been prevented even if all
appropriate security measures had been adopted, it is to be inferred
that the success of the Attack was the result of a breach by the
Defendant of its obligations under Articles 5(1)(f); 5(2); 24(1); 25(1);
32; and/or 34(1) of the GDPR.
49. The Claimants’ pleading below of a positive case that the success of
the Attack resulted from a failure by the Defendant to adopt appropriate
technical and organisational security measures in breach of its
obligations under Articles 5(1)(f); 5(2); 24(1); 25(1); 32; and/or 34(1) of
the GDPR is advanced without prejudice to that inference.

[Confidential Section: The following paragraphs have been redacted
pursuant to the Order date [ ]]
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[END OF CONFIDENTIAL SECTION]
The Claimants’ entitlement to compensation under the GDPR
53. Pursuant to Article 82, any person who has suffered material or nonmaterial damage as a result of an infringement of the GDPR has the
right to receive compensation for the damage suffered, unless the
controller or processor proves that it is not in any way responsible for
the event giving rise to the damage. In relation to this:
53.1. The burden lies on the Defendant to prove compliance, but in any
event the matters set out above are sufficient to establish
infringement.
53.2. The burden lies on the Defendant pursuant to Art 82(3) to prove
that it was not in any way responsible for the event(s) giving rise
to the damage, but in any event the matters set out above are
sufficient to establish causation.
Breach of DPA 1998
54. Prior to 25 May 2018 the Defendant was under a statutory duty to
2
4

comply with the data protection principles contained in Schedule 1 of
the DPA 1998 in relation to all personal data with respect to which it
was a data controller pursuant to s. 4(4) of the DPA 1998.

2
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55. Schedule 1, Part 1, paragraph 7 of the DPA 1998 provided that
“Appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and
against accidental loss or destruction of, or damage to, personal data.”
56. If and to the extent that the Defendant’s relevant acts and omissions
took place prior to 25 May 2018, the Claimants are entitled to damages
for breach of the DPA 1998:
56.1. In breach of its statutory duty under s. 4(4) of the DPA 1998, the
Defendant failed to take appropriate technical and organisational
measures against unauthorised or unlawful processing of the
Personal Data and against accidental loss of the Personal Data as
required by Schedule 1, Part 1, paragraph 7.
56.2. The Claimants rely on the matters set out at paragraphs 46 to
52 (inclusive of sub- paragraphs) above.
E.

BREACH OF CONTRACT

57. Further or alternatively, the Defendant committed a breach of contract
as set out below.
Terms on which the Personal Data was provided
The Website Terms of Use
58. The Defendant offered access to the BA Website subject to the
Claimants agreeing to the Website Terms and Conditions (the “T&Cs”)
which were available at all times by way of hyperlink on the BA
Website7 and/or which users were expressly asked to accept, along
with the Privacy Policy and use of cookies, before they were granted
access to the content of the BA Website.
59. By using the BA Website, the Claimants agreed to both the T&Cs and
to the Privacy Policy and accordingly entered into a contract which
governed the use of the BA Website (including the provision of the
Personal Data and making and amending bookings) on the terms
contained in both those documents (the “Website Terms of Use”).
2
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The

7

The T&Cs provide: “Your use of this website indicates Your agreement to be bound by
these Terms and Conditions in consideration of the access provided to the website as
detailed below”

2
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Claimants will rely on both the T&Cs and the Privacy Policy for their full
terms and effect.
60. Alternatively, the Privacy Policy formed part of the contract relating to
the use of the website – the Website Terms of Use – through
incorporation by reference, because the Defendant expressly agreed in
the T&Cs to use all personal information provided through the use of the
website in accordance with the Privacy Policy.
The App Terms of Use
61. The Defendant offered use of the BA App subject to the Claimants
agreeing to the terms of a licence agreement (the “Licence
Agreement”) and the Privacy Policy, which were available by way of
hyperlink on the Apple App Store.
62. By installing and using the BA App, the Claimants agreed to the Licence
Agreement and the Privacy Policy and accordingly entered into a
contract which governed the use of the BA App (including the provision
of the Personal Data and making and amending bookings) on the terms
contained in both of those documents (the “App Terms of Use”).
63. The Licence Agreement, which the Claimants will rely on for its full
terms and effect provides:
“Data Protection
Any personal information you supply to Us when you use the BA Application
will be used in accordance with Our Privacy Policy which can be viewed at
http://www.britishairways.com/travel/prvdet/public/en_gb
ba.com
The BA Application allows you to access certain functionality available on the
ba.com website. Such access will be governed by the British Airways website
user

agreement

which

can

be

viewed

at

http://www.britishairways.com/travel/termcn/public/en_gb

64. Alternatively, the Privacy Policy formed part of the App Terms of Use
contract relating to the use of the website through incorporation by
2
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reference, because the Defendant expressly agreed in the Licence
Agreement to use all personal information provided through the use of
the app in accordance with the Privacy Policy.
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Contract of Carriage
65. Further or alternatively, once each Claimants made a booking for a
flight with the Defendant, a contract of carriage between the Claimant
and the Defendant came into existence, governed by the conditions in
the Claimant’s ticket or itinerary and receipt, the Defendant’s General
Conditions of Carriage, and the Defendant’s regulations as referred to
in the General Conditions of Carriage (the “Contract of Carriage”).
66. It was an implied term of the Contract of Carriage that the Defendant
would adopt adequate measures to ensure that its customers’ personal
data was secure and not released to persons other than persons
identified in clause 5c2) of the General Conditions of Carriage.
67. Further, if a booking for a flight was made using Avios points (a reward
booking), the Executive Club Terms and Conditions, and the Executive
Club Terms of Use were also applicable (the “Executive Club
Terms”).
68. It was an implied term of the Executive Club Terms that the Defendant
would adopt adequate measures to ensure that its customers’ personal
data was secure and not released to persons other than persons
identified in clause 4.3 of the Executive Club Terms and Conditions and
would not process its customers’ personal data otherwise than in
accordance with clause 4.4 of the Executive Club Terms and
Conditions.
The Privacy Policy
69. The relevant versions of the Privacy Policy (applicable from 26 February
2018 to 21 May 2018 and from 21 May 2018 to 3 December 2018), on
which the Claimants will rely for their full terms and effect, provided:
“Controller of Personal Information
Any personal information processed by British Airways in connection with this
Privacy Policy is controlled by British Airways Plc, which is considered the
“data controller” of your personal information under European Union and UK
data protection law.
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…
When does this policy apply?

3
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This Privacy Policy applies to personal information about you that we collect,
use and otherwise process regarding your relationship with us as a customer
or potential customer, including when you travel with us or use our other
services, use our websites or mobile applications…
How can you keep your personal information secure?
We take great care to protect the personal information you provide to us. You
can read more about how we do this in our website security policy…
When do we collect personal information about you?
We collect personal information about you whenever you use our services
(whether these services are provided by us or by other companies or agents
acting on our behalf), including when you travel with us, when you use our
website or mobile applications, or interact with us via email or use our contact
centres.
…
What types of personal information do we collect and retain?
…
We collect the following categories of personal information:
Information you provide for British Airways to complete and manage a
booking you have made with us or a service you have requested from us…
…
What do we use your personal information for?
The main purposes for which we use your personal information are:
•

To fulfil your travel arrangements and deliver the services you have
asked for. Show example
[Example]: We will need to use your name, address, email, contact
details, date of birth, gender, passport number, your account details and
payment information so that we can process bookings, fulfil your travel
arrangements,

take

payment,

provide

information

to

relevant

authorities (such as tax, customs and immigration authorities) and so
that British Airways agents know who is booked on a flight.
…
What is our legal basis for using your personal information?
British Airways will only process your personal information where we have a
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legal basis to do so. The legal basis will depend on the reason or reasons
British Airways collected and needs to

3
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use your information. Under EU and UK data protection laws in almost all
cases the legal basis will be:
•

Because we need to use your information so that we can process your
booking, fulfil your travel arrangements and otherwise perform the
contract we have with you.
…

Who do we share your personal information with?
…
We do not sell personal information to third parties, and we only allow third
parties to send you marketing information where we have your consent to do
so.
…

The Website Security Policy
70. The Privacy Policy referred to the Defendant’s website security policy
(the “Website Security Policy”). On the true construction of the
Privacy Policy, alternatively by way of implied term therein, and hence
as a term of the Website Terms of Use and the App Terms of Use, the
standard of care adopted by the Defendant for the protection of the
personal data of users of the website was to be no lower than was
described in the Website Security Policy. The Website Security Policy
(applicable from September 2016 to September 2018) contained the
following statements:
“Your online security is very important to us. We’re constantly enhancing our
security, and will continue to update you on any changes.
...
Booking online with British Airways is quick, easy, convenient and
safe
British Airways makes every effort to maintain customer confidentiality when
securing an online payment. This includes ensuring the security of your credit
card details and other personal information.
How we secure your payment information when you book online
•

When you buy a British Airways ticket over the internet, your web
browser connects with the website through an SSL (‘Secure Sockets
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Layer’). SSL is an industry-standard protocol for encryption over the
Internet.
•

All of your personal information is encrypted as it travels over the
Internet, to and from www.ba.com. When information is encrypted, it is
scrambled between your computer and

3
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our server. The information is only unscrambled when it safely reaches
us. It’s fast and safe, and it ensures that your personal information
cannot be read by anyone else.
•

However, as with any standard email, emails containing your personal
data sent to or from British Airways will travel in a non-encrypted
format.

Once you have made a booking
As you make a booking we need to capture your personal details to go into
the booking. At this point the information is encrypted. You can tell this is
happening as browsers will display a key or padlock at the bottom left corner
of the screen.
Completing the transaction
When you send your personal details to us, none of the information is stored
on the website, it is passed straight back to our secure servers at our
Heathrow headquarters, where it only exists as part of the record of your
transaction.
...
Your personal information
British Airways considers your privacy to be of the utmost importance, and
we are governed by the UK Data Protection Act 1998. If you are concerned
with how we might collect and use information about you, you can find a
complete explanation in our Privacy Policy.”
…
Using Manage My Booking to securely service your booking
British Airways makes every effort to ensure only authorized access is made
to your booking when using Manage My Booking. This includes applying
different levels of authentication depending on who you are and which
services are being used…”

Contractual Duties
71. It was an implied term of the Website Terms of Use and/or of the App
Terms of Use and/or into the Contract of Carriage and/or the Executive
Club Terms, implied as a matter of law and/or business efficacy and/or
to give effect to the obvious intentions of the parties, that the
3
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Defendant would:
71.1. Ensure and/or take every effort to ensure the confidentiality and
security of its customers’ personal data; and/or
71.2. Take every effort to prevent unauthorised disclosure of its
customers’ personal data; and/or

3
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71.3. Ensure and/or take every effort to ensure that its customers’
personal data was not obtained by unauthorised persons; and/or
71.4. Ensure and/or take every effort to ensure that its customers’
personal data was used only for the purposes that the data were
provided.
72.The commitment to take “every effort” amounted to a commitment to
ensure that the highest reasonable possible levels of security were
achieved in protecting its customers’ data. Consequently, if the GDPR
permitted the Defendant to adopt anything less than ‘best in class’
security measures, the Defendant was nonetheless contractually obliged
to adopt best in class measures.
73.Further or alternatively, the Defendant warranted that personal
information passing between customers’ computers and the Defendant’s
servers could not be read by anyone else.
Breach of contract
74. In breach of the express and/or implied terms of the Website Terms of
Use and/or the App Terms of Use and/or the Contract of Carriage and/or
the Executive Club Terms, including in each case the Privacy Policy,
the Defendant:
PARTICULARS OF BREACH
74.1. Failed to take adequate care to protect the confidentiality and
the security of the Personal Data.
74.2. Failed to ensure and/or take reasonable steps to ensure that
the BA Website and BA App were secure.
74.3. Failed to maintain customer confidentiality and/or ensure
security of the Personal Data, including credit card details, when
processing online payments.
74.4. Failed to ensure and/or take care to ensure that the Claimants’
Personal Data were not obtained by unauthorised persons and/or
used for an unauthorised purpose.
3
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74.5. Failed to ensure that the Personal Data could not be read by
unauthorised third parties.
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74.6. Failed to put sufficient security in place to prevent the release of
the Claimants’ Personal Data to persons other than those
identified in clause 5c2) of the General Conditions of Carriage
and/or in clause 4.3 of the Executive Club Terms and Conditions.
74.7. The Claimants will rely on the facts and matters set out at
paragraphs 46 to 52 (inclusive of sub-paragraphs) above to
establish each of the above breaches of contract.
75. A purpose of the Website Terms of Use and/or the App Terms of Use,
including but not limited to the Privacy Policy and Website Security
Policy, was to prevent distress, since it was within the reasonable
contemplation of the Defendant and the Claimants that unauthorised
disclosure and/or loss of the Claimants’ Personal Data would cause
stress, anxiety, worry and/or fear of identity fraud and/or theft by third
parties, and, correspondingly, it was part of the purpose of the Privacy
Policy and Website Security Policy to give customers comfort in relation
to such matters.
F.

BREACH OF CONFIDENCE

76. The Claimants provided the Defendant with their Personal Data by
entering the same on the BA Website and/or the BA App, as
particularised at paragraph 10 above.
77. The Personal Data were of a confidential nature being the Claimants’
financial and contact information.
78. The Claimants provided, and the Defendant received, the Personal
Data on the understanding that it would be subject to the Privacy Policy
and/or Website Security Policy. The Defendant knew or ought to have
known, or had notice, that the Personal Data were confidential.
79. The Personal Data were communicated to the Defendant for the
purpose of processing, completing and managing the Claimants’
bookings with the Defendant, along with any other incidental purposes
set out in the Privacy Policy. The Defendant received the Personal Data
knowing and agreeing to use it for the limited purposes for which it was
4
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communicated.
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80. In the premises, the Defendant owed an equitable duty of confidence,
and/or a contractual duty of confidence pursuant to the Website Terms
of Use and/or the App Terms of Use, and/or a common law duty of care
to prevent the Personal Data being accessed or obtained by
unauthorised persons by assuming responsibility for maintaining the
confidentiality and security of the Claimants’ Personal Data. In each
case the duty of confidence was owed to each of the Claimants in
respect of the Personal Data.
81.

In breach of the above duties of confidence owed to the Category 1
Claimants, or any thereof, the Defendant:
PARTICULARS OF BREACH
81.1. Failed to keep the Category 1 Claimants’ Personal Data
confidential: the Personal Data were wrongfully obtained by
unauthorised persons as set out at paragraphs 24 to 34 above.
There is a further risk that the Category 1 Claimants’ Personal Data
is or will be made available on the ‘dark web’.
81.2. Failed to take all reasonable care to protect the confidentiality
and/or security of the Personal Data resulting in unauthorised
access by, and/or disclosure to, unknown persons. The Claimants
rely on the particulars at paragraphs 46 to 52 inclusive of subparagraphs above.
81.3. Failed to ensure the Personal Data was used and held only for
authorised purposes: it is to be inferred from the circumstances
that the Claimants’ Personal Data has been wrongfully held and
used by unauthorised and unknown persons with the intent of
committing, or being sold to others to commit, identity fraud and
theft.
81.4. The Claimants will rely on the facts and matters set out at
paragraphs 46 to 52 inclusive of sub-paragraphs above.

G.

BREACH OF PRIVACY
4
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82. The Claimants provided the Defendant with their Personal Data by
entering the same on the BA Website and/or the BA App, as
particularised at paragraph 10 above.
83. The Personal Data were private to the Claimants, being the
Claimants’ financial and contact information.
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84. The Claimants had a reasonable expectation of privacy given the
nature of the Personal Data and the circumstances in which the
Personal Data were provided to the Defendant.
85. The Data Breaches constituted unauthorised disclosure of the
Category 1 Claimants’ Personal Data to unknown persons. The
unauthorised disclosure was wrongful and constituted an unjustified
infringement of each Category 1 Claimant’s right to privacy.
86. The Category 1 Claimants will rely on the facts and matters set out at
paragraphs 46 to 52 inclusive of sub-paragraphs above, and the risk
that the Category 1 Claimants’ Personal Data is or will be made
available on the ‘dark web’.
H.

LOSS AND DAMAGE

87. As a consequence of the Defendant’s breach of statutory duty and/or
breach of contract and/or breach of confidence and/or misuse of
private information, the Category 1 Claimants have suffered loss of
control of their Personal Data and (depending on their individual facts
and circumstances) the Claimants have suffered financial loss and/or
distress and inconvenience, and claim damages for the same at
common law and/or pursuant to s. 13(1) of the DPA 1998 and/or s. 168
and 169 of the DPA 2018 and/or Art 82 of the GDPR and/or by way of
equitable compensation:
PARTICULARS OF DAMAGE
87.1. The individual particulars of financial loss, distress and
inconvenience are set out in the schedule of information
containing details specific to each Claimant.
87.2. Without prejudice to the particulars provided or to be provided
in the schedule of information, the Claimants suffered the
following types of damage and distress:
(a)

Financial loss, including but not limited to: bank charges;
credit/debit card and/or account fraud; costs associated with
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cancelled transactions; and/or costs incurred protecting
themselves against fraud and/or further unauthorised use of
their Personal Data.
(b)

Distress and inconvenience, including but not limited to:
fear that the Claimant’s Personal Data would be used
fraudulently now or at some time in the future; anxiety;
stress and inconvenience in having to, inter alia, change
credit cards and change passwords to various online
accounts. In
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some cases, the distress and inconvenience suffered has
been exacerbated by: (i) the Claimant being targeted by
unwanted advertising and/or scam emails as a result of the
Data Breaches; (ii) the Claimant being the victim of fraud as
a result of the Data Breaches; (iii) the Data Breaches
impacting on the Claimant’s ability to obtain credit; and/or
(iv) the Claimant suffering from a pre-existing condition.
(c)

Loss or diminution of the Category 1 Claimant’s right to
control and use their Personal Data.

88. As regards the Category 2 Claimants, the losses are limited to distress
and inconvenience, and result from the Data Breaches which caused
them to be informed that their data may have been stolen and to be
advised to take precautionary steps.
89. Each of the Claimants will give credit for any reimbursement received
from the Defendant or from a third party, if so required.
90. The Claimants claim interest pursuant to s. 35A of the Senior Courts
Act 1981 or under the equitable jurisdiction of the Court.
AND THE CLAIMANTS CLAIM:
(1)Damages for breach of statutory duty pursuant to Section 13(1) of the
DPA 1998 and/or Sections 168 and 169 of the DPA 2018 and/or Art 82
of the GDPR and/or breach of contract and/or breach of confidence
and/or misuse of private information;
(2)Equitable compensation for breach of confidence;
(3)An indemnity for any and all financial loss;
(4)Interest;
(5)Costs;
(6)Further or other relief.
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DAVID BLAYNEY
QC SOPHIE
HOLCOMBE
Serle Court

03 April 2020

STATEMENT OF TRUTH
The SPG Claimants believe that the facts set out in this
statement are true. I am duly authorised by the SPG
Claimants to sign this Statement of Truth.

Signed:………… ………………………..
…
Michael Burke (Apr 3,

2020)

Name: Michael Burke, Solicitor

Apr 3, 2020

Dated:……………………………………..
[]
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